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eSafety Policy
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2.0 Reviewed and updated BW September 2015
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5.0 Reviewed and updated BW September 2018
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Introduction

Wilberforce Sixth Form College recognises the benefits and opportunities which new
technologies offer to teaching and learning. We encourage the use of technology in order to
enhance skills and promote achievement. However, the accessible and global nature of the
internet and variety of technologies available mean that we are also aware of potential risks
and challenges associated with such use. The term ‘eSafety’ is used to encompass the safe
use of online technologies in order to protect students and staff from known and potential
risks. In furtherance of our duty to safeguard students and staff, we will do all that we can
to make our students and staff stay eSafe and to satisfy our wider duty of care. This eSafety
Policy should be read in conjunction with other relevant College policies: Safeguarding, Child
Protection, Staff Code of Conduct, Student Conduct and Behaviour for Learning, Acceptable
IT Use and Anti-Bullying.

Policy Scope

The policy applies to all members of the College community who have access to the College
IT systems, both on the premises and remotely. Any user of College IT systems must
adhere to the eSafety Policy and Acceptable Use Policy. The eSafety Policy applies to all use
of the internet and electronic communication devices such as email, Microsoft Teams, mobile
phones (inc. ‘smart’ phones), social networking sites (including on-line gaming), e.g.
Facebook, Twitter, etc.

Roles and Responsibilities

There are clear lines of responsibility for safeguarding students within the College and
eSafety comes under this. See the Safeguarding and Child Protection Policies on the College
website. The first point of contact should be the Student Services Manager (Lead Person for
Child Protection) who is located in Student Services. All staff are responsible for ensuring the
safety of learners and should report any concerns immediately following the guidance within
the Child Protection Policy.

All staff are required to complete annual safeguard training, and to be made aware of the
eSafety, child protection, staff code of conduct, the role of the Designated Senior Person for
Safeguarding and student behaviour and associated policies. When informed about an
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eSafety incident, staff members must take particular care not to guarantee any measure of
confidentiality towards either the individual reporting it, or to those involved.

All students must know what to do if they have eSafety concerns and who to talk to. In
most cases, this will be their Teacher or Academic Mentor who will then report this to the
Designated Senior Person for Safeguarding, Lead Person for Child Protection or a Child
Protection Officer following the Child Protection guidelines. Where it is considered
appropriate, the College will involve additional support from external agencies.

Specific roles and responsibilities:
Designated Senior Person (DSP):

The DSP is responsible for ensuring staff development and training is provided on eSafety,
recording incidents, reporting any developments and incidents to the relevant bodies and
liaising with the local authority and external agencies to promote eSafety within the College
community.

Students:

Students are responsible for using the College IT systems, Microsoft Teams and mobile
devices in accordance with the College Acceptable Use Policy, which they agree to during
enrolment at the College. Students are expected to seek help and guidance where they are
worried or concerned, or where they believe an eSafety incident has taken place involving
them or another member of the College community. Students must act safely and
responsibly at all times when using the internet and/or mobile technologies.

Students must report any concerns regarding Safeguarding or Child Protection
including eSafety issues to Student Services immediately.

Staff:

All staff are responsible for using the College IT systems and mobile devices in accordance
with the College Acceptable Use Policy, which they must actively promote through
embedded good practice. Staff are responsible for completing training on eSafety and
displaying a model example to students at all times.

All digital communications with students must be carried out in a professional manner and
contain appropriate content at all times. All staff should apply the relevant College policies
(Child Protection and staff code of conduct) and understand the disclosure and concern
reporting procedures. Any incident that is reported to or discovered by a staff member must
be reported using the guidance set out in the Child Protection Policy. See also the ‘Staff
Code of Conduct Policy’.

Security

The College will do all that it can to make sure the College network is safe and secure. Every
effort will be made to keep security software up to date. Appropriate security measures
include; the use of enhanced filtering, protection, alerts and reports of; firewalls, servers,
routers, work stations etc, including the use of the college WIFI to prevent accidental or
malicious access of College systems and information, in line with our Prevent, safeguarding
and Child protection policies. Digital communications, including email, Microsoft teams and
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internet postings, over the College network can and will be monitored in line with relevant
policies. The college uses Smoothwall web filtering to ensure safe browsing and
safeguarding reporting and also Impero for safeguarding reports and classroom
control/security patching. All internet use is monitored regularly.

Behaviour

Wilberforce Sixth Form College will ensure that all users of technologies adhere to the
standards of behaviour as set out in the Acceptable Use Policy and other relevant policies.
The College will not tolerate any abuse of IT systems. Whether offline or online,
communications by staff and student should be courteous and respectful at all times. Any
reported incident of bullying or other unacceptable conduct will be treated seriously and in
line with the student and staff codes of conduct.

Where conduct is found to be unacceptable, the College will deal with the matter internally.
Where conduct is considered illegal, the College will report the matter to the Police or other
appropriate agency.

Guidance for staff on the ‘Safer Use of Electronic Media’ is provided in Appendix 1. Guidance
for students will be reinforced during lessons and tutorial sessions. Additional guidance is
given to staff and students regarding the appropriate and safe use of remote learning
platforms, such as Microsoft teams, within this policy and reinforced throughout the
academic year prior to college ‘digital days’, which are planned remote learning activities.

Use of mobile devices and the use of own devices whilst on college site is permitted. To
ensure the safety of students and staff whilst using such devices, we insist that any internet
use is only permitted by using the college WiFi network. The use of mobile and personal
devices within the classroom or learning environment is at the discretion of the member of
staff leading the session.

Personal Information

Any processing of personal information needs to be done in compliance with the Data
Protection Act 2018.

Education and Training

With the nature of internet access, it is impossible for the College to eliminate all risks for
staff and students. It is our view therefore, that the College should support staff and
students through training and education. This will provide them with the skills to be able to
identify risks independently and manage them effectively.

For students:

Students will receive guidance on the safe use of IT systems and equipment, including
eSafety. Issues associated with eSafety apply across the curriculum and students should
receive guidance on what precautions and safeguards are appropriate, when making use of
the internet and technologies. Students should also know what to do and who to talk to
where they have concerns about inappropriate content, either where that material is
directed to them, or where it is discovered as part of a random search. The Acceptable Use
Policy is displayed and must be agreed to whenever students log on to the College network.
Within classes, students will be encouraged to question the validity and reliability of
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materials researched, viewed or downloaded. They will also be encouraged to respect the
copyright of other parties and to cite references properly.

Students should inform a Child Protection Officer or a member of staff if inappropriate
content is accessed or they have any concerns about the access of such material or the
conduct or concerns of or about other students.

For staff:

Staff complete Safeguarding and Child Protection training annually and as part of their
induction to the College. Further eSafety training is delivered to all staff or groups of staff
as appropriate. The Acceptable Use Policy is displayed and must be agreed to whenever
staff log on to the College network.

Incidents and Response

Where an eSafety incident is reported to the College, this matter will be dealt with very
seriously. The College will act immediately to prevent, as far as reasonably possible, any
harm or further harm occurring and liaise with any relevant external agencies. If a student
wishes to report an incident, they can do so to any member of staff or to Student Services
and the Lead Person for Child Protection.

Where a member of staff wishes to report an incident, they must follow the guidance as set
out in the Child Protection Policy.

Following any incident, the College will review what has happened and decide on the most
appropriate and proportionate course of action. Sanctions may be put in place (in line with
the Student Conduct and Behaviour for Learning Policy), external agencies may be involved
or the matter may be resolved internally depending on the seriousness of the incident.
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Safer Use of Electronic Media — Guidance for Staff

1. Introduction

1.1 Wilberforce Sixth Form College recognises the benefits and opportunities which new
technologies offer to teaching and learning. We encourage the use of technology in order to
enhance skills and promote achievement, and staff should feel that they can use electronic
media such as social networking sites to communicate with others. It is essential, however,
that you take care with the information you make public and remember that once a
comment or posting is made, it may not be possible to take it back; there will always be a
permanent digital record of it. This should be read in conjunction with the Staff Code of
Conduct Policy.

1.2 As a College employee, you should remember your public role and always consider how
your conduct could affect your professional reputation and the reputation of Wilberforce
Sixth Form College.

1.3 This guidance is intended to give you a number of simple hints to assist you to keep
your information safe when using electronic media and to protect you from putting yourself
and your employment at risk.

2. What is a Social Network Service?

2.1 Social networking encourages communication and the sharing of information. Social
networking websites are used regularly by millions of people and focus on building online
communities of people who share interests and/or activities or who are interested in
exploring the interests and activities of others.

3. Using Social Media
3.1 In order to stay safe, you should:

e Create separate ‘professional’ and ‘personal’ profiles and use them accordingly. Keep
your professional and personal life separate —don't become *friends' with any of your
current students on your personal social networking site.

e Remember your role as a member of College staff and that you should always
consider how your conduct could affect your professional reputation and the
reputation of the College.

e Set your social networking profile to private so that only your chosen friends can see
any photos you publish on it.

e Think before you post any photos of yourself (or comments) on the Internet - ask
yourself if you would be comfortable with others (such as your colleagues, manager,
students, their parents etc) seeing them.

e Make sure that you use a strong password with a combination of numbers and
letters and that you keep this password safe. If you use a public or shared computer
to access your social networking site (outside of college), cancel any auto-login or
‘remember me’ functions and always make sure you log out at the end of the
session. This will prevent anyone from accessing your account.
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e Check who is following you. This will enable you to block anyone you do not wish to
see your updates.

e Set your privacy settings — again, this will limit who sees your updates and also
enable you to change your user hame so it is not your actual name.
Pick a user name that's not your actual name.

e Choose your profile picture wisely.
Don't talk about work in your posts.

4. Using Bluetooth Technology

4.1 Bluetooth technology eliminates the need for wires that tangle our everyday lives.
Streaming music and connecting devices are just a few of the powerful capabilities of
Bluetooth technology. Bluetooth exists in many products such as games consoles, modems,
headsets and mobile phones. The technology is useful when transferring information
between two or more devices that are near each other in low-bandwidth situations.
Bluetooth is commonly used to transfer sound data with telephones (i.e., with a Bluetooth
headset) or byte data with hand-held computers (transferring files).

4.2 In order to stay safe with Bluetooth, you should:

e Check whether or not your device has a Bluetooth facility.
e Make yourself familiar with how to switch the Bluetooth facility on and off.

If you have a mobile phone with Bluetooth technology, you could be at risk of ‘bluejacking’
(where another Bluetooth user in your vicinity can send you a message without knowing
your number) or ‘bluesnarfing” (where another Bluetooth user can access your mobile and
steal things like your contact list, emails, texts and photos). This is particularly relevant for
employees working in a college environment and it is recommended by Wilberforce College
and the Local Safeguarding Children Partnership that you switch off your Bluetooth to
prevent unwanted or accidental communication with students.

5. How do I get offensive content taken down?

5.1 External internet use:
Contact the service provider and request the information to be removed.

5.2 Internal internet use:

If it is a Child Protection issue, follow the guidance set out in the Policy, which can be found
on SharePoint. If it is not a Child Protection issue, report the issue to IT helpdesk staff
immediately, so they can take appropriate actions to safeguard the staff and students of the
College.

Please note: that whilst every effort will be made to follow this policy, circumstances may
not always allow this or may render certain parts of the policy inappropriate. Individuals will
be treated fairly and in line with legisiation in all instances.

6. Guidance on the use of online learning

Microsoft Teams and other platforms provide opportunities to deliver remote or distance
learning. Whilst face-to-face interactions with students will always be the preferred method
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of educating students, circumstances may require the use of distance learning and the use
of platforms such as Microsoft Teams.

When engaging in online learning staff, should display the same standards of dress and
conduct that they would if they were teaching in the classroom in front of students; they
should also be aware of their position as a role model to students and parents.

When using online learning platforms (such as Microsoft Teams) when streaming taught
lessons or support sessions, staff should distort their backgrounds. If staff are sharing their
screen, they must ensure they are not showing information regarding other students or
have emails or Teams messages pop-up. If staff are required to engage in online learning
on a one-to-one basis, staff must ensure their background and the student’s background are
switched off. Staff must let their line manager know that they are engaging in an online
one-to-one with a student and, where possible, record the session. Staff must ensure that
these measures are communicated to the student prior to commencement of the learning
session.
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